L Number 


Hits 


Search Text 


DB 


Time stamp 


3 


316 


firewall near9 filter$3 


US PAT 


2004/05/18 


13:10 


4 


69 


tcp adj syn 


US PAT 


2004/05/18 


13 


50 


5 


0 


differenc$3 near connection near 


US PAT 


2004/05/18 


13 


50 






parameter$5 










6 


17 


differenc$3 near6 connection near6 


US PAT 


2004/05/18 


14 


04 






parameter$5 










7 


5245 


( connection near6 parameter$5> 


US PAT 


2004/05/18 


14 


04 


8 


504 


( ( connection near6 parameter $5) ) and 


US PAT 


2004/05/18 


14 


05 






709/$.ccls. 










9 


990 


( connection near parameter$5) 


US PAT 


2004/05/18 


14 


08 


10 


154 


( ( connection near parameter$5) ) and 


US PAT 


2004/05/18 


14 


17 






709/$.ccls. 










11 


30 


( connection adj parameter$5) with 


US PAT 


2004/05/18 


14 


17 






(client server) 










14 


439 


( connection adj parameter$5) 


USPAT 


2004/05/18 


14 


17 


15 


94 


( ( connection adj parameter$5) ) and 


USPAT 


2004/05/18 


14 


17 






709/$.ccls. 










16 


5 


tcp near syn near flood$5 


USPAT 


2004/05/18 


14 


37 


17 


81 


(out adj band) and 709/$. eels . 


USPAT 


2004/05/18 


14 


43 


22 


1 


("6735702" "6725378" "6738814") .pn. and 


USPAT 


2004/05/18 


14 


45 






(asynchro$5 modem$5 (out adj band$6) ) 










23 


473 


(asynchro$5 (out adj band$6) ) adj 


USPAT 


2004/05/18 


14 


47 






(channel$5 connection$5) 










24 


5 


( (asynchro$5 (out adj band$6) ) adj 


USPAT 


2004/05/18 


14 


47 






(channel$5 connection$5) > with router$5 










25 


964 


(asynchro$5 (out adj band$6) ) near 


USPAT 


2004/05/18 


14 


47 






(channel$5 connection$5) 










26 


9 


((asynchro$5 (out adj band$6) ) near 


USPAT 


2004/05/18 


14 


49 






(channel$5 connection$5) ) with router$5 










27 


14 


(out adj band) with tcp 


USPAT 


2004/05/18 


14 


53 


30 


10 


(multi adj path$5) with router$5 


USPAT 


2004/05/18 


15 


22 


32 


228 


((tempor$9 transitory$5) adj connection$5) 


USPAT 


2004/05/18 


15 


23 






and (synchro$9) 










33 


40 


((tempor$9 transitory$5) adj connection$5) 


USPAT 


2004/05/18 


15 


28 






and (synchro$9) and 709/$. eels . 










34 


69 


tcp adj syn 


USPAT 


2004/05/18 


16 


19 


36 


381 


rout$6 near6 (alternat$5 adj path$5) 


USPAT 


2004/05/18 


15 


42 


37 


33 


use$5 near9 (different adj path$5) near9 


USPAT 


2004/05/18 


15 


49 






rout$6 










38 


103 


(delay$3 defer$5) with ( (tempor$9 


USPAT 


2004/05/18 


16 


20 






transito$6) near3 connect$6) 










39 


9 


( (delay$3 defer$5) with ( (tempor$9 


USPAT 


2004/05/18 


16 


25 






transito$6) near3 connect$6) ) and (370/$ 














709/$) .eels. 










40 


8441 


switch$5 near path 


USPAT 


2004/05/18 


16 


25 


41 


201 


switch$5 near path near4 rout$6 


USPAT 


2004/05/18 


16 


27 


42 


0 


switch$5 near path near other 


USPAT 


2004/05/18 


16 


29 


43 


27 


switch$5 adj rout$5 adj path$5 


USPAT 


2004/05/18 


16 


41 


44 


1 


6725378. pn. and (readable$5 medium$5 


USPAT 


2004/05/18 


16 


41 






storag$5 memor$6) 










45 


2 


("6725378" "6735702" "6738814" ). pn. and 


USPAT 


2004/05/18 


16 


53 






((readable$5 medium$5 storag$5 memor$6) 














with (program$5 cod$5 ) ) 










46 


1911 


memor$5 near3 fast near3 access$5 


USPAT 


2004/05/18 


16 


59 


47 


4 


(computer adj 2 storag$5) near3 fast near3 


USPAT 


2004/05/18 


16 


54 






access$5 










48 


5058 


computer adj read$5 adj storag$5 adj 


USPAT 


2004/05/18 


16 


59 






medium 










49 


402 


(computer adj read$5 adj storag$5 adj 


USPAT 


2004/05/18 


17 


02 






medium) with (fast$5 allow$5 provid$5 














speed) 










50 


0 


6725378. pn. and encapsulat$6 


USPAT 


2004/05/18 


17 


02 


- 


94 


denial near service near attack$5 


USPAT 


2004/05/18 


11 


15 


- 


2 


smurf near attack$5 


USPAT 


2004/05/13 


12 


02 


- 


94 


(spoof$6 smurf$6) near6 attack$5 


USPAT 


2004/05/13 


12 


03 


- 


22 


(denial near service near attack$5) and 


USPAT 


2004/05/17 


17 


58 






((spoof$6 smurf$6) near6 attack$5) 












9 


(("6321336") or ("6279113") or ("6263444") 


USPAT 


2004/05/13 


12. 


07 






or ("6205551") or ("6182226") or 














("6119165") or ("6098172") or ("6061798") 














or ("6052788") ) -PN. 











Search History 5/18/04 5:03:22 PM Page 1 



C:\APPS\EAST\Workspaces\09750967.wsp 





135 


denial$5 nearS service$5 near6 attack$5 


US PAT 


2004/05/17 


17 


58 




190 


amplifier$6 with router$5 


US PAT 


2004/05/13 


12 


10 


- 


0 


(denial$5 nearS service$5 near6 attack$5) 
and (amplif ier$6 with router$5) 


US PAT 


2004/05/13 


12 


10 


- 


87 


(amplifier$6 router$5) and (denial$5 
near5 service$5 near6 attack$5) 


US PAT 


2004/05/13 


12 


12 




9 


(amplifier$6 router$5) and (denial$5 
nearS service$5 near6 attack$5) and (out 
near band$5) 


US PAT 


2004/05/13 


12 


12 




0 


6725378. pn. and (amplif$9 router$5) 


US PAT 


2004/05/17 


17 


32 




0 


6725378. pn. and (amplif$9 broadcast$6 
router$5) 


US PAT 


2004/05/17 


17 


51 




6 


("6711615" "5963540" "6502135" "5828846" 
"6298380" "6185689" "6725378") .pn. and 
(path$3 ) 


US PAT 


2004/05/17 


17 


54 


- 


6 


("6711615" "5963540" "6502135" "5828846" 
"6298380" "6185689" "6725378") .pn. and 
(path$3 out-bound$5 (out adj bound$5) ) 


US PAT 


2004/05/17 


17 


54 




61 


(denial near service near attack$5) and 
(router$6 (multi adj path$5) } 


US PAT 


2004/05/17 


18 


00 




1 


6735702. pn. and {routers path$5 ) 


US PAT 


2004/05/17 


18 


14 




0 


6735702. pn. and ( (out adj bound$5) ) 


US PAT 


2004/05/17 


18 


01 




1 


6735702. pn. and (firewall$5 ) 


US PAT 


2004/05/18 


14 


29 



Search History 5/18/04 5:03:22 PM Page 2 
C:\APPS\EAST\Workspaces\09750967.wsp 



Google Search: cert advia|ry ca-1996-21 tcp syn flooding jmd ip 



Page 1 of 2 



Google 



Web Images Groups News Froogle New! more » 



[cert advisory ca-1996-21 tcp syn flooding and 



Advanced Search 
Preferences 



Web 



The "AND" operator is unnecessary - we include all search terms by default, [details] 
Results 1 - 10 of about 348 for cert advisory ca-1996-21 teg sy_n flooding and ip_. (0.46 seconds) 



CERT Advisory CA-1996-21 TCP SYN Flooding and IP 

Spoofing Attacks 

CERT ® Advisory CA-1996-21 TCP SYN Flooding and IP Spoofing 
Attacks. Original issue date: September 19, 1996 Last revised: 
November ... 

www.cert.org/advisories/CA-1996-21.html - 29k - May 16, 2004 - Cached 
Similar pages 

CERT Advisory CA-2000-21 Denial-of-Service 
Vulnerabilities in TCP ... 

... CERT Advisory CA-1996-21: TCP Syn Flooding and IP 

Spoofing Attacks, available at http://wwwxert.org/advisories/CA- 
1996-21 .html; ... 

www.cert.org/advisories/CA-2000-21.html - 22k - May 16, 2004 - 

Cached - Similar pages 

f More results from www.cert.org 1 



Sponsored Links 

Flood Reports in Seconds 

Life of Loan or Basic Flood Reports 

HMDA tracking 

www. 1 sourcedata.com 

Cert 21 

Computer certification tests. 

Affiliate 

Cert21.com 

See your message here... 



DDoS Resources 

... More information: CERT <8> Advisory CA-1996-21 TCP SYN Flooding and IP 

Spoofing Attacks CISCO: Defining Strategies to Protect Against TCP SYN Denial of 
Service ... 

www.anml.iu.edu/ddos/types.html - 10k - Cached - Similar pages 

AusCERT - ESB-2000.380 - CERT Advisory CA-2000-21 - Denial-of ... 
... 2. CERT Advisory CA-1996-21: TCP Syn Flooding and IP Spoofing Attacks, 
available at http://www.cert.org/advisories/CA-1996-21.html 3. Denial of Service 
Attacks ... 

www.auscert.org. au/render.html?it=1086&cid=12 - 29k - May 17, 2004 - Cached - 
Similar pa ges 

LookSmart - Search results for "IP Spoofing" 

... Results for "IP Spoofing" from the Web (showing 1 - 14 of 300), About. CERT 

Advisory CA-1996-21 TCP SYN Flooding and IP Spoofing Attacks 

www.looksmart.com/r_search?key=IP%20Spoofing - 20k - Cached - Similar pages 

Protecting electronic commerce from distributed denial-of-service ... 

... 6 TCP-SYN CERT. "CERT Advisory CA-1996-21 TCP SYN Flooding and IP 

Spoofing Attacks," CERT/CC, available at http://www.cert.org/advisories/CA-1996- 
21 .html. ... 

portal.acm.org/citation.cfm? 

id=51 1518&dl=ACM&coll=portal&CFID=1 1111111 &CFTOKEN=2222222 - Similar pages 

Tracing the development of denial of service attacks 
... 2 CERT® Advisory CA-1996-21 TCP SYN Flooding and IP Spoofing Attacks. 
November 2000 <http://www.cert.org/advisories/CA-1996-21.html>. ... 
portal.acm.org/ citation.cfm? 

id=973385&jmp=cit&dl=portal&dl=ACM&CFID=11 11111 1&CFTOKEN=... - Similar pages 
f More results from portal.acm.org J 



KATV Channel 7 - Search Results 



http7/www google com/se rch hi en ie F-8 q cert+ visory+ c -19 5/18/ 



Google Search: cert advi^gry ca- 1996-21 tcp syn flooding j&d ip 



Page 2 of 2 



... vcourseware.sonoma.eduA/irtualRiver/Flooding/ - 6k - Similar Pages CERT Advisory 
CA-1 996-21 TCP SYN Flooding and IP Spoofing Attacks CERT A® Advisory CA- 
1996 ... 

katv.com/internetsearch. hrb?k=flooding - 30k - Cached - Similar pages 

CERT Advisory CA-2000-21 Denial-of-Service Vulnerabilities in TCP ... 
... 2. CERT Advisory CA-1996-21: TCP Syn Flooding and IP Spoofing Attacks, URL: 
http://www.cert.org/advisories/CA-1996-21.html 3. Denial of Service Attacks, URL ... 
www.lac.co.jp/security/intelligence/ CERT/CA-2000_21.html - 15k - Cached - 
Similar pages 

Zvon - RFC 3552 [Guidelines for Writing RFC Text on Security ... 
... [TCPSYN], TCP SYN Flooding and IP Spoofing Attacks", CERT Advisory CA-1996- 
21, 19 September 1996, CERT. http://www.cert.org/advisories/CA-1996-21.html. ... 
www.zvon.org/tmRFC/RFC3552/Output/chapter8.html - 26k - Cached - Similar pages 



Goooooooooogle ► 

Result Page: 1 2345678910 Next 



| cert advisory ca-1 996-21 tcp syn floe HUSa 
Search within results | Language Tools | Search Tips | Dissatisfied? Help us improve 



Google Home - Advertising Programs - Business Solutions - About Google 



©2004 Google 



http://www google com/se rch hi en ie F-8 q cert+ visory+c -19 5/18/ 



